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SIM swap fraud has become a critical threat to the security and privacy of mobile phone users, 

particularly in resource-constrained environments. This type of fraud involves cybercriminals 

deceiving mobile network operators into transferring a victim's phone number to a new SIM 

card under their control. Once successful, the attackers can intercept messages and calls, 

including sensitive verification codes, allowing them to bypass two-factor authentication, reset 

passwords, and gain unauthorized access to financial and personal accounts. To address this 

issue, a lightweight Artificial Neural Network (ANN)-based fraud prevention and detection 

system was developed. The system is designed to detect abnormal patterns associated with SIM 

swap activities, such as irregular changes in network authentication and user location data. The 

ANN model was trained using supervised learning, where network behavior data was fed into 

the model, and weights were adjusted through backpropagation to optimize detection 

accuracy.The model distinguishes between normal user behavior and SIM swap anomalies, 

enabling real-time fraud detection. Upon detection of a suspected SIM swap, the system 

automatically initiates preventive actions, such as blocking unauthorized access and preserving 

user data integrity. The system architecture emphasizes minimal resource consumption, making 

it suitable for deployment in low-resource environments such as rural or developing regions.The 

Object-Oriented Analysis and Design Methodology (OOADM) was employed in modeling and 

implementing the system as a collection of interacting classes and objects. Python was used for 

system development. Validation by a mobile operator's fraud management unit confirmed the 

system’s effectiveness, with a detection accuracy of 95%. These results affirm the potential of 

lightweight ANN models in enhancing SIM swap fraud prevention in environments with limited 

computational resources. 
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1. INTRODUCTION 

The rapid growth of mobile telecommunications has made 

Subscriber Identity Module (SIM) cards essential 

components of digital communication, serving as the link 

between mobile devices and telecommunication networks. 

SIM cards store crucial information such as user identity, 

contact lists, messages, and call records, enabling secure 

communication across mobile platforms (Tirumala et al., 

2022). In Nigeria and several other countries, SIM cards are 

portable and easily transferrable between devices, offering 

users flexibility in managing their mobile services. A critical 

service associated with this flexibility is SIM replacement, 

commonly known as SIM swap, which allows users to retain 

their mobile number after device loss, damage, or upgrade. 

However, this same functionality has become a primary 

vector for cyber fraud. SIM swap fraud occurs when an 

attacker fraudulently transfers a victim's phone number to a 

new SIM card, effectively gaining control over the victim’s 

mobile identity. This access enables the interception of one-

time passwords (OTPs), manipulation of two-factor 

authentication (2FA), and unauthorized access to sensitive 

financial and personal accounts (Praveen, 2021). Often, 

fraudsters gather personal data through phishing, social 

engineering, or dark web sources and use it to deceive mobile 

operators or collude with internal staff to execute 

unauthorized swaps (Adam, 2020). Once completed, the 

victim's phone loses connectivity while the fraudster receives 

all communications, including SMS and calls, granting them 
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access to online banking, email accounts, and digital wallets 

(Wasil, 2022). 

The telecommunication industry has suffered greatly due to 

the rising sophistication and frequency of SIM swap attacks. 

According to the Communications Fraud Control Association 

(CFCA), global telecommunications fraud losses were 

estimated at over US$38 billion in 2015, with SIM swap fraud 

contributing significantly to these figures. The increasing 

complexity of fraud patterns often referred to as “fraud 

cocktails” presents a serious threat as they evolve faster than 

rule-based detection systems can respond (CFCA, 2022). In 

this context, a lightweight ANN model is proposed to detect 

and prevent SIM swap fraud based on anomalies in customer 

behavior and access patterns. This model is particularly suited 

for resource-constrained environments, such as mobile 

operator edge devices, where computational and memory 

efficiency is critical. The approach leverages user profile 

modeling and behavioral signature analysis using neural 

networks to differentiate between legitimate and malicious 

activities. Unlike rules-based systems, neural networks can 

autonomously learn from historic data and generalize well to 

previously unseen cases, offering real-time detection with 

minimal human intervention.  

 

2. RELATED WORK  

Jain (2022) proposed perspective analysis of 

telecommunication details for detecting telecommunication 

fraud using Data Stream Analytics and Neural Network 

classification based data mining. The study proposed the 

implementation details for detecting telecommunication 

fraud using Data stream Analytics and Neural Network 

Classification Based Data Mining for Data Stream Analytics. 

The event hub and stream analytics components of MS Azure 

was used for detection using Data Mining Neural Network 

pattern Recognition tool and a self-coded algorithm in 

Matlab. The study failed to implement data mining on real 

time dynamic data i.e Data Stream Mining. 

Panigrahi et al  (2023) proposed a hybrid mobile call fraud 

detection model using optimized fuzzy C-means clustering 

and group method of data handling-based network. The study 

presented a novel two-stage fraud detection system in mobile 

telecom networks, which identifies malicious calls among the 

normal ones in two stages- training and fraud detection. The 

study also did extensive experimentation for evaluating the 

efficacy of the proposed system on a real-world large scale 

unlabeled reality mining data set. 

Amuji et al (2023) presented optimal classifier for fraud 

detection in telecommunication industry. The study described 

fraud as a major challenge facing telecommunication industry 

which resulted in huge amount of revenue lost to fraudsters 

who have developed different techniques and strategies to 

defraud the service providers. The study further developed 

some predictive models and optimal classifier. The study also 

simulated a sample of 80 subscribers; their phone numbers, 

duration of the calls and categorized it into four sub-samples 

with sample size of twenty (20) each. The prior and posterior 

probabilities of the groups were obtained.The authors 

grouped these posterior probability distributions into two 

sample multivariate data with two variants each. They 

developed linear classifier that discriminates between the 

genuine subscribers and fraudulent subscribers. The optimal 

classifier has a probability of 0.7368 and the subscribers were 

classified based on this optimal point. Although, the study 

focused on domestic subscribers and the parameters of 

interests were the number of calls per hour and the duration 

of the calls but failed to adopt same techniques on commercial 

users. 

Vasantham et al (2023) researched on user-anomally 

detection in telecommunication using Big Data Analytics. 

The study used algorithms like k-medoids and density-based 

algorithms to perceive anomalies. The study also presented a 

neural-community-primarily based prediction version with 

anomalous and anomaly-loose information to feature the 

impact of anomalies in statistics. The authors did a good job 

but failed to implement the discussed issue to an architectural 

model for further clarification. 

Marah et al, (2023) deployed user profiling approach which 

depends on analysing the subscriber’s (SIMs) activity and 

behaviour based on detection patterns, while using fuzzy 

logic (FL) in decision making process. A technique that been 

designed and implemented in a program. Based on the fuzzy 

logic results the author decide that certain SIM card is 

suspicious one. In the works, a sample of real call detail 

record (CDR) from Almadar Aljadid Company, a mobile 

operator in Libya was obtained and analysed.  

 

3. METHODOLOGY  

This research work adopted Object-Oriented Analysis and 

Design Methodology (OOADM). This is aimed at viewing, 

modeling and implementing the proposed system as a 

collection of interacting classes and objects. OOADM is 

adopted because it is an effective, efficient, reliable, reusable 

and a faster way of developing systems.  Furthermore, the 

Object-Oriented Analysis Design Methodology (OOADM) is 

a technical approach for analyzing and designing an 

application, system, or business by applying object-oriented 

programming, as well as using visual modeling throughout 

the software development process to guide stakeholder 

communication and product quality 

 

4. ANALYSIS OF THE PROPOSAL SYSTEM  

At the forefront of the model is the data input layer, which is 

responsible for collecting and processing a range of 

behavioral and system-level data points when customer is 

migrating from one network to another. These inputs capture, 

search, copy the information of the cusmter from the old 

network, create a new file dictionary in the new network. The 

lightweight ANN employs a shallow and efficient structure, 

typically consisting of one or two hidden layers with only 8 

to 16 neurons per layer. Despite its compact size, this 
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architecture is capable of delivering strong analytical 

performance. The hidden layers are responsible for: 

Identifying deviations from established behavioral norms by 

learning what constitutes typical user behavior over time. 

Uncovering non-linear patterns that simpler rule-based 

systems may overlook, such as subtle timing discrepancies 

between login attempts and SIM change requests. Sigmoid: 

This function converts outputs into probability values ranging 

from 0 to 1, making it suitable for fraud likelihood estimation. 

The final component of the lightweight ANN is the output 

layer, which generates the model’s prediction based on all the 

processed data.  

0 → Denoting normal, legitimate user behavior. 

1 → Indicating potential SIM swap fraud. 

Or a continuous fraud score ranging from 0 to 1, which 

quantifies the likelihood that the current activity is 

fraudulent. The architecture of the proposed is shown in 

figure 3.2.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Architecture of the Proposal System 

 

Mathematical Model of the Proposed System 

To detect and prevent SIM-card swap fraud, we model 

relationships between mobile networks, phone numbers, 

customer profiles, and activities. 

Entities and Notations 

M = {MTN, GLO, Airtel} — Set of mobile network operators 

C — Set of customers 

P = {p₁, p₂, ..., pₙ} — Set of customer phone numbers 

F = {f₁, f₂, ..., fₙ} — Set of customer files 

A = {a₁, a₂, ..., aₙ} — Set of call log activities 

Variables 

xₘ,ₚ: 1 if phone number p is active on network m, 0 otherwise 

y_c,ₚ: 1 if phone number p belongs to customer c, 0 otherwise 

z_f,ₚ: 1 if file f is linked to phone number p, 0 otherwise 

Objective Function 

Minimize the probability of unauthorized SIM swaps by 

detecting suspicious changes in usage patterns: 

 
Where wₚ is the weight indicating the sensitivity of phone 

number p. 

Constraints 

Phone Number Association 

Each phone number is linked to exactly one customer: 

 
Network Activation 

A phone number can only be active on one network at a time: 

 
 

File Association 

Each phone number must be tied to exactly one file: 

 
Activity Monitoring 

Detect abnormal activity deviations: 

 
Detection Mechanism 

If activity aᵢ,ₚ deviates beyond a threshold δ from expected 
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Preventive Actions 

Once fraud is suspected: 

Lock the phone number p for verification 

Notify associated customer c 

Trigger review of recent activities A linked to p 

Algorithm for Training the ANN Model 

1. Load and preprocess SIM swap dataset 

X, y = load_and_preprocess_sim_swap_data() 

2. Split data into training and testing sets 

X_train, X_test, y_train, y_test = split_data(X, y, 

test_size=0.2) 

3. Initialize and train the ANN model 

model = train_ann(X_train, y_train) 

4. Predict SIM swap activities on test set 

predictions = model.predict(X_test) 

5. Evaluate model performance (e.g., accuracy) 

accuracy = evaluate_model(y_test, predictions) 

 

6. USE-CASE Diagram of the Proposed System 

The USE-CASE diagram involves one actor: the Subscriber. 

The Subscriber begins by creating an account using a unique 

phone number. The system then prompts SIM card 

verification, where the user inputs their SIM card number, 

which is validated against mobile network operator records. 

This step secures the link between the user and their SIM, 

helping to prevent unauthorized use. A file directory is 

automatically created for each subscriber to store verification 

documents, ID copies, and proof of address ensuring 

organized data for support and fraud investigation. Figure 2 

USE-CASE diagram  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2 USE-CASE diagram of the proposed system 

 

7. SEQUENCE DIAGRAMS 

The user creates an account with attributes such as location, 

call history, date, and call duration. This data is stored in the 

database through an API. The ANN model analyzes user 

behavior to detect SIM swap fraud by comparing current 

activity with stored profiles. Accurate and updated customer 

records personal details, usage patterns, and transactions are 

essential for identifying anomalies. Any unauthorized 

changes, like altered personal information, trigger fraud 

alerts, aiding telecom companies in early detection and 

prevention.. Figure 3. Sequence Diagrams 
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Figure 3 Sequence Diagram of the proposed system 

 

8. DISCUSSION OF RESULT  

All the models were built and implemented using Python 

programming language (version 3.6) utilizing libraries like 

numpy, pandas, SciPy, PIL, pickle (Python Object 

serialization library) and matplotlib for plotting graphs, etc. 

Scientific python development environment (Spyder) by 

Anaconda was used as the platform to code in python. Spyder 

is a powerful Python Integrated Development Environment 

(IDE) with advanced editing, interactive testing, debugging 

and introspection features, 

The ANN learned to distinguish between regular network 

activity and a SIM swap event. Upon detecting a SIM swap, 

the system automatically created a directory on the new  

 

 

network to facilitate file movement. This directory structure 

mirrored the user's previous organization, ensuring a 

seamless transition. Once the directory was created, the 

system initiated the file transfer process. It securely moved 

files from the old network to the new one, updating any 

necessary metadata and maintaining data integrity. The 

process was optimized to minimize downtime and ensure user 

access to their data. Regular maintenance and updates were 

performed to keep the ANN model accurate and the file 

transfer process efficient.  

Figure 4: Trained Data History 

This graph showed the model's prediction results and 

accuracy trend throughout the training period, confirming 

learning progress over time. 

 
Figure 4 trained data history 
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Figure 5: Simulation Interface 

The interface allowed customers to enter their personal information, including the old network phone number and the new one. 

Upon submission, the system created a redirect to copy user files to the new network. 

 
Figure 5 Simulation interface 

 

Figure 6: Validation Loss Graph 

This figure displayed a steady reduction in validation loss, indicating that the model generalized well without overfitting. 

 
Figure 6 validation loss graph 

 

Figure 7: Trained Accuracy Graph 

The accuracy graph illustrated consistent improvement in the model’s ability to classify inputs correctly during training. 
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Figure 7 trained accuracy graph 

 

Figure 8: Metric Evaluation Graph 

The confusion matrix showed accurate classification of both fraudulent and legitimate activities, with no false positives or negatives 

recorded. 

 
Figure 8 Matric evaluation graph 

 

Figure 9: Evaluation Prediction Graph 

This figure used red bars to represent fraud cases and green bars for legitimate ones, clearly separating the prediction classes. 
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Figure 9 evaluation prediction graph 

 

Figure 10 (Parameter Graph) 

This graph presented the parameters used in training, along with their intrusion value ranges, helping to visualize the model's 

sensitivity 

 
Figure 10 parameter graph 

 

Figure 11: Fraud Detection Graph 

The graph highlighted fraud cases detected across networks, showing MTN with the highest number of intrusions. 

 
Figure 11 fraud detection graph 
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The first graph presents the trend of loss values over 

successive training epochs for both the training and validation 

datasets. The loss function quantifies how far off the model's 

predictions are from the actual values. In this case, the graph 

reveals a consistent decline in both training and validation 

losses, indicating that the model learned meaningful patterns 

from the input data. The gradual reduction in validation loss 

alongside the training loss suggests that the model did not 

merely memorize the training data but instead generalized 

well to new, unseen samples. The closeness of both curves 

implies a balanced learning process with no significant 

overfitting or underfitting, which is vital for deploying the 

model in real-world fraud detection scenarios where 

prediction reliability is paramount. Accuracy, defined as the 

proportion of correctly classified instances, steadily increased 

for both the training and validation sets. By the final epochs, 

the model achieved high accuracy scores on both datasets, 

suggesting that it successfully learned to distinguish between 

fraudulent and legitimate SIM-related activities. The 

alignment of the training and validation accuracy lines once 

again affirms that the model was neither undertrained nor 

excessively complex. Such consistency in performance 

across different datasets confirms that the lightweight ANN 

model is capable of making accurate predictions in practical 

fraud prevention systems, even in resource-constrained 

environments. Matric evaluation graph: the confusion matrix, 

offers a snapshot of the classification outcomes on the test 

dataset. It displays the number of true positives (fraud 

correctly identified), true negatives (legitimate activity 

correctly identified), false positives (legitimate activity 

misclassified as fraud), and false negatives (fraud not 

detected). In this scenario, the confusion matrix indicates that 

the model correctly classified all instances, achieving perfect 

performance on the sample dataset. While this may partly 

reflect the limited size and simplicity of the test set, it still 

demonstrates the model’s strong classification capability. In 

the context of fraud detection, this is significant because both 

types of misclassifications false positives and false negatives 

carry high operational and financial risks. The absence of 

such errors here suggests the model’s potential to support 

reliable fraud flagging and user authentication decisions. The 

distribution of prediction probabilities for fraudulent and 

legitimate transactions. It reveals how confidently the model 

predicts each class. In the graph, predictions associated with 

fraud cases are concentrated at lower probability ranges, 

while legitimate transactions dominate the higher ranges. 

This clear separation demonstrates that the model does not 

assign random or ambiguous probabilities but instead 

differentiates between the two classes with a high degree of 

certainty. Such a distinction enables the implementation of 

custom thresholds tailored to the needs of a specific telecom 

operator for example, applying stricter thresholds for high-

value accounts or sensitive transactions. The low degree of 

overlap between the distributions enhances the practical 

usability of the model in automated systems that require high-

confidence decisions. 

The total number of fraud cases detected across four major 

Nigerian mobile network providers MTN, GLO, AIRTEL, 

and 9MOBILE. Among these, MTN recorded the highest 

number of detected fraud cases, with a total of 120 incidents. 

This is visually emphasized using a distinct dark orange color 

and an annotation labeled “Highest” above the bar. The 

remaining networks showed lower detection rates, with GLO 

detecting 95 cases, AIRTEL at 87, and 9MOBILE at 60. 

This visualization highlights MTN’s more robust fraud 

detection system or possibly a higher exposure to fraud 

attempts due to its larger customer base. Conversely, the 

lower figures for other networks could indicate either reduced 

detection efficiency or fewer reported incidents. The graph 

emphasizes the need for continuous monitoring and advanced 

fraud detection systems across all mobile service providers to 

reduce the risk and impact of SIM swap fraud and related 

activities. 

Such analysis supports the argument for deploying Artificial 

Neural Network (ANN)-based detection models across 

different networks to achieve uniform and real-time fraud 

prevention, especially in resource-constrained environments. 

 

9. SUMMARY  

The lightweight ANN model provides a smart, efficient, and 

deployable solution for detecting SIM swap fraud in real time. 

Its reduced structure makes it ideal for use in resource-limited 

settings, while still maintaining the sophistication necessary 

to analyze complex behavioral patterns. By leveraging 

device-level data, user activity monitoring, and low-cost 

neural computations, the model plays a critical role in 

securing mobile users against unauthorized SIM swaps and 

other forms of telecom fraud. The model's performance was 

evaluated using metrics like accuracy, precision, recall, and 

the F1 score. The result accuracy was 95% in the detection 

and prevention of sim-card fraud, making ANN most 

effective in prevention and detection systems. 
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